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Upper layers 
(e.g. TCP, IP, NetBEUI, IPX, applications) 



Personal firewall 
applications 



Personal firewall protection 



Physical and network layers 
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Receive from a personal firewall a request to send a response with identity data 
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Send the response with identity data to the personal firewall 
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Determine the current location on the basis of the currently used IP address 



Select a predetermined network element which should be available 
for verification from the determined current location 



Send to the network element a request to send 
a response with data proving its identity 




Compare the received identity data with identity data stored in the 
computer device in order to verify the identity of the network element 
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Reject the location determined on 
the basis of the current IP address; 
use a default location 



Verify the location determined on the basis of the current IP address 
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